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Abstract

In largescalesurveillanceapplications,coherentpresenta-
tion of data comingfrom myriad sensors becomesa prob-
lem. For example, taskssuch as “locate an intruder” are
no longer easywhentheuseris facinga roomof monitors
connectedto hundredsof cameras. Therefore, there is a
needfor a systemthatallowstheuserto easilynavigatethe
dataspace. Dueto thescaleof theapplication,suchsystems
shouldalsoberobustwith respectto hardwareandsoftware
failures,aswell asto varyingbandwidthconditions.

Our strategy is to �r st build software units that provide
sensorabstractions(e.g., location of a person,noiselevel
of a prede�nedregion) to lessentheburdenof dealingwith
individualsensorsfromtheuser. Second,weprojectthisab-
stract sensorinformationinto an augmentedvirtual reality
interfacefor presentationto theuser. TheAVRinterfaceof-
fersa commonmediumto displayabstract informationcon-
structedfrom multiple sensors, as well as allowing access
to raw sensorinformationsuch asvideostreams,or a mix-
ture of both. Also, the AVR interfacecan synthesizeviews
not servicedby thephysicalcameras. Thesensorabstrac-
tion and the smoothtransitionbetweensensors enablethe
userto intuitively navigatethe data space. Further more,
throughthis interface, theusercandynamicallyrecon�gure
thesystemresources. We will demonstrate threescenarios
highlightingtheabovementionedfeatures.

1. Intr oduction
With the availability of costeffective sensorsandproces-
sors,pervasivesensorsystemswith hundredsof sensorsare
now becominga reality. As a result,applicationsnow have
to dealwith theexplosionof sensorinformation.In thecon-
text of surveillance,thetraditionaluserinterface(UI) , such
as a room of monitorseachshowing a live video stream
from acorrespondingcamera,doesnot scaleasthenumber

of sensorsgrows.

In traditional UIs, switching betweendifferent camera
streamson a singlemonitor is unavoidablewhenthereare
fewermonitorsthancameras.Switchingacrossmany cam-
erascan becomeextremely confusingwhen following an
event of interest. For example,�gure 1 shows a cluttered
scenefrom the perspective of 3 differentcameras.Many
people�nd locatingthepersoncircled in Camera2's view
(the middle picture) in the other two camerasquickly dif-
�cult. 1 This imageexampleonly has3 cameras,we can
imaginethis problembecomesevenmoreevidentif we are
monitoring 20 monitors connectedhundredsof cameras.
The delay in the user's reactionis causedby the fact that
the camerasare locatedin different cornersof the room,
or in other words they are spatially disconnected. When
abruptlyswitchedfrom onecameraviewpoint another, one
needstime to regainthecomprehensionof elementsof the
surroundingenvironment (this is called situation aware-
ness[3]). The“spatialdisconnectof sensors”problemun-
derminesthe user's ability to achieve situationawareness
quickly. The importanceof situation awarenessis even
moreapparentwhenthesensorsaresteerable,e.g.,cameras
mountedon mobilerobotsor pan-tilt units. Only whenthe
useracquiresa goodspatialsenseof thecurrentviewpoint
canheef�ciently operatesuchsensorsremotely. More im-
portantly, without a continuoustransitionbetweensensors,
theuserwouldneedto rememberasequenceof eventsusing
symbolicnamessuchas“in room250” or “I saw this event
throughcamera315.”. Thesesymbolicnamesdonotexplic-
itly convey any spatialrelationships.For longertermmem-
orization,theuserwould have to mentallyestablishspatial
relationshipbetweenthesesymbolicnames.This requires
moreeffort from the user, drivesup training costsandin-

1In the �rst cameraview, the target is in the upperright cornerof the
image(partially occluded,far away from thecamera);in thethird camera
view, heis in themiddleof image.
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Figure1: The“spatialdisconnectof sensors”problemwith thetraditional“room of monitors”userinterface- try to quickly
locatethepersoncircledin themiddlepicture)in theothertwo cameraviews (differentperspectiveof thesamescene).The
answercanbefoundin thefootnote.

creasesresponsetime to time-criticalevents.
Our approachto theseproblemsis to �rst build soft-

wareunits that provide sensorabstractions.For instance,
by groupingsetsof camerasto track a personor multiple
personsin aspaceandreportingonly the3D locationof the
trackedobject,wesummarizeseveralcameraimagestreams
into oneabstractsensor- the tracked object location. The
usercan now simply focus on the tracked feature,rather
thantrying to analyzethe scenesfrom individual cameras
simultaneously. Like real sensors,we would like our ab-
stractsensorsto work reliably. However, largescalesensor
networks areproneto routinefailuresin�uenced by hard-
ware,software,or theenvironment.Therefore,in orderfor
sensorabstractionunits to work reliably, we populatethe
environmentwith redundantsensors.By having multiple
overlappingsetsof sensorabstractionunits, we caneasily
switchunitsor recon�gurethecurrentunit to recover from
failures.

With sensorabstractionavailable,a suitableinterfaceis
neededto convey the abstractsensoryinformation to the
userand to assistthe user in directing the datagathering
process.A numberof researchefforts in the aviation and
military domainshave shown that betterunderstandingof
terrainscan be achieved by navigating through3D inter-
faces[11, 9, 1]. Cockburn andMckenzie[2] have shown
spatialarrangementof documentsallows for rapid docu-
mentretrieval. Thegamingindustrylong agomovedfrom
2D to 3D to provide a richer and more immersive world
thattheplayerscanfreely explore. Theseprovideevidence
to the assertionthat sincewe live in a 3D world, the most
intuitive way to interactwith remotespacesis througha
3D virtual environment. Througha virtual world, theuser
is ableto explore the spatialcon�guration of the environ-
ment,engagehis naturalabilities to interactwith theenvi-
ronmentandconstructinternalcognitivemapsof thespace
[6]. Thereforewe implementedanAugmentedVirtual Re-

ality (AVR) interface. A virtual sceneis usedto display
abstractinformationin 3D, andis augmentedwith real-life
video streamswhennecessary. Suchan interfaceoffers a
commonmediumto displayabstractinformation(e.g. sys-
temstatus)in a spatiallyrelevantmanner.

In the upcomingsections,we will discussin detail the
framework weusefor constructingabstractsensorsto sum-
marizeinformationin a scenein a fault tolerantmanor. We
will show how anAVR interfacecanbeanef�cient medium
thatenablestheuserto navigatetheseaof datain a seam-
lessfashion,aswell asto recon�guresystemresourcesto
recover from faults.Exampleswill begivento demonstrate
thefeaturesof our system.

2. Fault Containment Unit Hierar chy
In small scaleapplications,the userhasno troublemoni-
toring individual sensors.However, this is not truein large
scaleapplicationswhentheuserhasto dealwith thousands
of sensors(e.g., cameras,motion sensors,heatsenorsor
mobilerobots).In orderto alleviatetheburdenon theuser
from having to speci�cally deal with individual sensors,
someform of sensorabstractionis needed.We canachieve
this by building high-level softwaremodulesthat canad-
dresstop-level taskobjectives. For instance,taskssuchas
“track any personwhenthey enterthis region,” or “alert me
whenthereis any noiseabovesuchthresholdin this region”
canbe speci�ed andallow the systemto dealwith how to
bestallocatesensorsandresourcesto accomplishthe task.
Thisdelegationrequiresthesystemto berobustwith regard
to variouslow-level hardwareandsoftwarefailures.In our
implementation,we have adoptedan existing robust sen-
sorabstractionandfault-tolerantframework calleda “Fault
ContainmentUnit” (FCU) [5].

Complex systemsare designedusing redundantre-
sourceswith the expectationthat failurescausedby some
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subsetof resourcescanbe overcomeby othersubsets.We
formalizethis dynamicreallocationof redundantresources
in the event of failuresby de�ning a Fault Containment
Unit. A Fault ContainmentUnit is a constructof software
moduleswith a taskspeci�cation,asetof resourcesneeded
to accomplishits taskandasetof built-in rulesfor handling
failures.In theextremecasewherefault containmentis not
possible,thecontainmentunit communicatesastatusreport
to its instantiatingprocess.Also, a fault containmentunit
with a higherlevel taskspeci�cationcanhave subordinate
containmentunitsasits resources.Thus,by formingahier-
archyof containmentunitswe canperformvarioustasksin
our smartspacesuchaslocalizationof peopleandrobots,
andrecognitionof people.In our smartspace,faultsoccur
dueto failureof hardware(sensors,robots,CPU),software
(algorithms,controllers),andcommunication.

Below we giveaglimpseof how fault containmentunits
areusedto manageresourcesin our system. Although in
this examplewe speci�cally talk aboutcameracontrollers,
theframework canbeeasilyextendedto othertypesof sen-
sorsandactuatorssuchasacousticsensorsor mobilerobots.
Two low level controllers that run on our pan-tilt-zoom
(PTZ) camerasare the saccadecontroller (

���

) that moves
the cameratowardsthe direction of an interestingfeature
e.g. motion,andthe foveatecontroller(

���

) thatbringsthe
featureof interestto thecenterof the �eld of view. Figure
2 shows a schemathat can perform the saccadefollowed
by thefoveatetask.Thisschemaalsogeneratesreportsthat
describeits own behaviour like hardware fault, no target,
target lostandheadingreport. If a targetfeatureis detected
andfoveated,thenthesensorachievesstate��� wherethe
featureis actively tracked. As long as the actionsof the
foveationcontrollerpreservethisstate,aheadingto thefea-
ture is reported. In all other cases,an appropriatereport
describingthenatureof failureis generated.

Whentwo instancesof theSACCADE-FOVEATEFCUs
aresimultaneouslyin state��� andthey aredrivenby fea-
turesderivedfrom thesamesubject,thenthereis oftensuf-
�cient informationfor triangulatingthelocationof thesub-
ject. A higher level containmentunit called LOCALIZE
FCU receives the event streamsgeneratedby two subor-
dinateSACCADE-FOVEATE FCUsunderits management
andproducesa reportregardingthelocationof thesubject.
The subjectof interestmay at timesbe moving or station-
ary. In the formercase,theLOCALIZE FCU mayhave to
actively managethe subordinateFCUs,while in the latter
caseit caninstantiatea MONITOR FCU that just con�rms
thepresenceof thestationaryfeaturein the lastknown lo-
cation.

At the highestlevel a FCU supervisormay instantiate
multiple LOCALIZE FCUseachof which areresponsible
for maintaininga robust track of a singlesubjectof inter-
est.Over time, theeventstreamscomingfrom lower levels
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Figure2: Fault ContainmentUnit wrapperfor thesaccade-
foveatemodel.This schemaperformsthesaccadefollowed
the foveatetask.

�
�

is a saccadecontroller, while
�

�

is a
foveatecontroller. ��� , �	� , ��� , ��
 arepossiblestatesof
thecontrollers.Theschemageneratesreportsthatdescribe
its behaviour suchasno target,andheadingreport. Errors
arehandledthroughthehierarchyof FCUs.

areusedto build andupdateacollectionof featuresthatde-
scribeeachsubject.WhenaLOCALIZE FCUreportsa lost
track, the annotationof featuresto the correspondingsub-
ject is handedoff to a new instantiationof theLOCALIZE
FCUwith a differentsetof resourcesthatarebestplacedto
takeover thetracking.Thishierarchyis shown in �gure 3.

2.1. User as top level in Fault Containment
Unit
hierarchy

Whenthe numberof resourcesavailableto a containment
unit is large,thereis anexponentialincreasein thechoices
for resourceallocation. Therefore,of�ine hand-codingor
prioritizing different coursesof actionsis quite dif�cult.
Furthermore,thesemethodswill fail when an unforeseen
erroroccursandtheprede�nedFCUscannotrecover from
the fault. Thereforewe proposeto adduserto the highest
level of the hierarchysincehumanscanreactto situations
usingprior experienceandrecon�gureaFCUto recoverthe
systemfrom a fault state.This removestheneedto presup-
poseall but themostroutinelyanticipatedcontexts. Figure
3 shows the useractingas the top level in the FCU hier-
archy. The userinterfaceprovidesa way to convey infor-
mationabstractedby theFCU hierarchyaswell asa direct
meansto interactwith it.
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Figure 3: Fault ContainmentUnit Hierarchy.
At thecenterof thehierarchyis theFCUsuper-
visor. In this example,it is responsiblefor in-
stantiatingmultipleLOCALIZE FCUsto main-
tain a robust tracking of a subjectof interest.
Whena LOCALIZE FCU reportsa lost track,
a new LOCALIZE FCU with a differentsetof
resourcesis instantiatedto take over tracking.
When the subjectis stationary, a MONITOR
FCU is instantiatedto simply con�rm thepres-
enceof thestationaryfeaturein the lastknown
location.WhenFCUsupervisorfails to recover
from afaultstate,throughanuserinterface,the
user is able to dynamicallyrecon�gure FCUs
to help the systemrecover from fault. For in-
stance,hecanrecruita mobile robot to form a
new TELEOPERATE FCU.

3. AugmentedVirtual Reality
Interface

With FCUsworkingto collectabstractsensoryinformation,
a suitableinterfaceis neededto both convey this informa-
tion effectively to the userandto enablethe userto direct
the informationgatheringprocess.In the context of large
scalesurveillance,thespatialdisconnectof sensorsmakesit
dif�cult for theuserto quickly acquireanunderstandingof
thesurroundingenvironmentaftera sensorswitch. There-
fore, delayingthereactiontime whentheuseris following
a streamof events. The new interfacemustalsodealwith
this issue.Spatialcognitionstudieshave shown navigating
through3D interfacescanhelptheuserto betterunderstand
the environment[11, 9, 1], as well as to accessinforma-
tion faster[2]. Therefore,we implementedan Augmented
Virtual Reality (AVR) interface, in which a virtual scene
displaysabstractinformation in 3D, and the virtual scene
is augmentedwith real-life video streamswhennecessary.
TheproposedAVR interfaceworksin 3 modes:

� a purevirtual world modethatdisplaysabstractinfor-
mationextractedby thesensors,

� afull videostreammodethatstreamsrealvideosfrom
eachcamera,and

� amixedmodethatoverlayspartialvideostreamsfrom
therealworld on top of thevirtual world. Thevirtual
world conveysthecontext andthespatialrelationships
within thescene,while thedynamicwindow displays
thereal-timeimageryof scene(see�gure 4).

3.1. The Virtual Reality Mode
AugmentedVirtual Reality(AVR) is notanew concept.Ac-
cording to the taxonomyof mixed reality by Tamuraand
Yamamoto[10], AVR belongsto the de�nition of ClassB
(Videosee-through)or ClassC (On-linetele-presence)de-
pendingon whetherthe real world imagery comesfrom
scenesdirectly in front of the user or a remotesite. In
fact, our implementationfalls into the category of classC
- Online tele-presence.2 TamuraandYamamoto[10] also
describedan applicationfor the mixed-realityinterface- a
virtual shoppingmall wheretheshoppingmall is a virtual
environmentwhile thesalesitemsaredisplayedin highdef-
inition images.This applicationcreatesa virtual shopping
experiencethat is closeto a real-life experiencewherethe
shoppercanfreely walk betweenstoresfor itemsthey de-
sire.

Similar to thevirtual mall experience,a virtual environ-
mentinterfacein the context of surveillanceis immersive,
i.e., the usercanfreely move aboutwithout abruptspatial
changes.As a result, the usercanhop betweenislandsof
“sensoryinformationhubs”while maintainingthesenseof
spatialrelationshipsbetweensensors.In our AVR interface
implementation,the usercan monitor the scenefrom the
viewpoint of a certaincamerausingthe Full-screenVideo
streamingasin thetraditionalUI' s case.However, whena
cameraswitchingeventoccurs(eitherinitiatedby theuser
or by thesystem),thesceneseamlesslyfadesinto a virtual
world scenethat is in-syncwith the real-life scene.Then
theuser“�ies” from theview of thesourcecamera(in the

2merging video imagestransmittedfrom a remotesiteandvirtual im-
ages,giving theobserver amixedview of two differentdifferentworlds

4



virtual scene)to thatof thenext camera(this is calledavir-
tual �y-thr ough(Figure6b)). Lastly, the scenetransitions
back to the real-life video streaming. The smoothtransi-
tions using virtual �y-thr oughenablesthe userto synthe-
size thoseviews that arenot servicedby real world cam-
eras.Therefore,theuseris ableto move betweenthesen-
sorswhile maintaininghis spatialrelationshipwith theob-
jectsandeventshappeningin the world. This is very im-
portantfor achieving andmaintainingsituationawareness
andallows the userto exploit his naturalspatialcognition
abilities.

A continuous virtual work space provides a com-
mon mediumfor displayingrealworld information(video
streams),abstractsensorinformationaswell assystemstate
information (e.g. “lost track” or “intruder found”). With
a virtual environment interface, information can now be
storedandaccessedspatially. For example,missedevents
canbestoredat theoccurrencelocationandcanthenbeac-
cessedlater for analysis.This naturallyengagestheuser's
spatialmemory, ratherthanforcing theuserto remembera
room numberor cameraID, and thereforecan reducethe
cognitive loadon theuser.

Traditionalmonitoringsystemsgenerallyhavededicated
bandwidth requirementsin order to stream full screen
videos.However, in certainsituationsdedicatedbandwidth
may not always be available. For example,in a scenario
where security personnelequippedwith wirelessmobile
computerare pursuinga potential intruder, accessto full
video streamsmay not be possible. With a virtual envi-
ronmentinterface,network bandwidthrequirementscanbe
greatlyreduced.Only abstractinformationsuchas(x,y,z)
coordinates,or the color of the tracked subject,are sent
acrossthenetwork. Thesearelighterweightrepresentations
thantheraw videodatastream.Moreover, thevirtual envi-
ronmentoffersthe�e xibility of usingdifferentlevelsof de-
tail whenpresentinginformationto theuser, thusavoiding
informationoverload.For example,whenmultiple subjects
moving aboutan areaarebeingpreciselytracked, thesys-
tem doesnot needto displaytheseavatarsin the interface
unlessany of thesubjectsmoveinto arestrictedarea.How-
ever, whentracking-qualitydeteriorates,theusercanswitch
backto full videostreamingmodeto ensuretracking.

3.2. Full screenVideoMode and Mixed Mode
Whenmonitoringfrom a �x edcameraview, dependingon
thecontext, theusermaychooseeitherthefull screenvideo
modeor themixedmodeto continuemonitoringthescene.
Thefull screenvideomodeworksthesameway asthetra-
ditionalUI. However, in our systemfull screenvideomode
canalsobe usedto displayabstractinformationextracted
by the sensorsby overlaying boundingboxes aroundthe
trackedobjectto attractattentionof theuser.

A majoradvantageof mixedmodeis that it enablesthe

userto monitor theenvironmentin both theabstractinfor-
mationspaceandtherealspace.Suchamix takesadvantage
of the bestof both interfaces.For example,this is useful:
1)whenthe userwishesto keepan eye on a personanda
mobilerobotat thesametime. Sincehecaresaboutthemo-
tion of person,avideostreamis necessary. However, for the
robothe just needsto be awareof its location. In anAVR
interface,thepersoncanbemonitoredthroughtheoverlay
video clips while the robot is displayedasa virtual avatar
in theVR scene.This way, whentherobotmovesbehinda
desk,in a VR scene,the deskcaneitherbecometranspar-
entor simply disappearto allow theuserto maintaintrack
of both objectswithout needingto switch to anothercam-
eraview. 2) Usingacleaned-upVR sceneasbackdrop,one
canoverlaymoreabstractinformationon the screenwith-
outoverloadingit. For example,text overlayscanbeeasily
perceived on a cleanVR scenethan on a clutteredvideo
scene.

Real World

Virtual World

Augmented Virtual Reality

Tracking System

Dynamic Window

Figure4: Mixedmode- Usinginformationextractedby the
trackingsystem,theAVR interfaceoverlaystherealworld
imageryof thetrackedobjecton topof thevirtual world.

4. SystemImplementation
TheUMassSmartSpacehas� veSony PTZEVI-D100cam-
erasmountedon the walls and an ATRVJr mobile robot
equippedwith a �x edcamera.Our computerrackconsists
of a clusterof six VMIC singleboardcomputerseachwith
a 928Mhz processorand256MB RAM. Thenodesin the
clustersharea 100Mbpsanda 1000Mbpsethernetlink and
a wirelessaccesspoint to communicatewith therobot.Us-
ing theNDDS real-timepublish-subscribemiddleware[8],
eachnodeactsasaserverof videoandtrackinformationex-
tractedfrom thecamera.To createthevirtual versionof the
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smartspace,roomdimensionandcamerapositionmeasure-
mentsweretakenby hand.Prominentobjectssuchastables
wereplacedin virtual spaceroughly in alignmentwith the
placementof the real objects. The robot control interface
wasimplementedusingPlayer/Stage[7]. The AVR inter-
facewasimplementedusingGenesis3D[4].

At startup,theAVR interfacerendersthevirtual world,
andsubscribesto sensorsfor relevantinformationfrom the
smart space(e.g., roll-pitch-yaw anglesand zoom level
from thecameras).Thevirtual cameramodelsin theAVR
interfacearethussynchronizedwith their realworld coun-
terparts. This featureenablessmoothtransitionsbetween
realandvirtual views. Whentheuserrequestsa full video
streamfrom any camerain the AVR interface,a subscrip-
tion is activatedto thecorrespondingvideostream.Moving
objectlocationspublishedby theFCU supervisorsareren-
deredin theAVR userinterfaceasavatarsor aspartialvideo
streamsin themixedmode.Otherabstractinformationsuch
assystemstate(e.g.,“lost track” events)andhow to recover
the �eld of view of the trackedobjectcanbe overlayedon
top of the AVR interface. The useralsocanremotelyop-
eraterobotsin the smartspaceusing this interface. Each
robot's stateis updatedusingboth its publishedodometry
aswell asits trackinformationfrom theFCUsupervisor.

5. ExampleTasks

Wepresentthreereal-lifescenariosin whichoursystemwas
testedto highlight theef�cacy of our systemin thesesitua-
tions.

The �rst scenariodemonstratesthe summarizationand
abstractionof imageryfrom 4 live video streamsinto the
3D locationof a trackedobjectusinganappropriatedesign
of FCUs. We alsoshow how thecouplingof theFCU sen-
sor abstractionwith the AVR interfacecan help the user
easilykeeptrack of an event of interest. Our smartroom
is equippedwith 5 PTZ cameras.Thereis no singlepair
of camerasthat cancover the entireroom. In orderto ro-
bustly tracka moving object,two overlappingcontainment
unitsFCU1andFCU2wereinstantiatedwith two cameras
each(Figure5). In VR mode,ratherthanmanuallygoing
from camerato camerato make surethereis nothingmov-
ing aboutin thespace,theusercannow simply requestthat
any moving subjectsbetrackedandmonitor theabstracted
objectlocationthat is renderedon theAVR interface.Fur-
thermore,whenoneFCU fails to track the target,an error
signalis raisedthroughtheFCUhierarchyandthehierarchy
automaticallyswitchesto theotherFCU to maintaintrack-
ing. Theseeventsaretransparentto theuser. On the inter-
faceside,whenthetrackedobjectmovesout of the�eld of
view of thecurrentcamera,theassistive AVR interfaceau-
tomaticallysuggestsanext camera(with awhitearrow) for
theuserto switchto in orderto maintain�eld of view of the

Figure5: This illustratesthedesignof two FCUsto cover
mostof thereachablespacewithin arectangularroom.This
enablesthe systemto reliably trackingmoving subjectsin
this room. Two containmentunits FCU1 and FCU2 are
instantiatedwith two cameraseach. The light-shadedand
darker-shadedoverlaysindicatethe valid triangulationre-
gions for FCU1 and FCU2 respectively. The two FCU
regions overlap eachother (highlighted with the darkest
shade). In general,the camerasdo not have �x ed orien-
tation,andotherFCU instantiationsarepossible.

target(Figure6).
The secondscenarioshows that using the AVR inter-

facetheusercanoperatein both therealworld andvirtual
world: monitora person's motionsthroughthepartial real
life video streamwindow while remotedriving a robot in
virtual mode.Thus,evenwhentherobotbecomesoccluded
in therealvideostream,theusercanstill �nd andoperateit
dueto thetransparentdisplayof theAVR interface(Figure
7).

Thelastscenarioshown in Figure8 demonstratesthedy-
namic recon�gurationof a FCU with userintervention in
the FCU hierarchy. (a) Initially, the smartspacetracksa
moving person,who latertriesto avoid thetrackingsystem
by hiding undera table,out of theview of all thecameras.
When the systemlosestrack of the person,it noti�es the
usersinceit is unableto recoverfrom thisfaultby itself. (b)
Playing the assistive role, the userreactsby teleoperating
thecameras,switchingbetweencamerasandtriesto recover
thelost object,but fails sincethe intruderis hiding beyond
theview of any wall-mountedcameras.(c) After arriving at
thetargetcamera,theuserswitchesto the full videomode
andattemptsto locatethemissingperson.(d) Not �nding
the lost person,the userdecidesto recruit a mobile robot
into the currentthe FCU in attemptto recover from fault.
He teleoperatesthe mobile robot to explore thevicinity of
thelasttrackedlocationusingviews from therobot-carried
cameraanddifferentwall-mountedcameras.Theimportant
thing to notehereis thatdueto thesmoothtransitions,the
useris ableto maintaina goodspatialsenseof theenviron-
ment,andthereforeis ableto operatetherobotwithout any
delayafter eachcamerachange. Finally, he uncoversthe
personhiding underthedeskandthusrecoversthesystem
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from the fault state. The systemresumestracking of the
subject. We choseto teleoperatethe robot to demonstrate
the�e xibility andthesmoothtransitionsof theinterface.It
is alsopossibleto simply recruit the robot andhave it au-
tonomouslyscantheareawherethesystemlost trackof the
subject.Thisscenariodemonstratestheachievementof suc-
cessfultrackingfault containmentthroughtheuseof AVR
interface,and the effectivenessof placing the user in the
loop.

Thevideosfor theabovescenarioscanbeaccessedat
http://www- robotics.cs.umass.edu/
Research/Distributed_Control/PerC omm04/

6. Conclusionsand Futur e Work
In the context of large scalesurveillanceapplications,this
paperintroducesa novel AugmentedVirtual Reality user
interfaceto convey informationto theusereffectively. The
AVR interfaceis anidealmediumto displayabstractinfor-
mationaswell asraw sensorinformation,or a mix of both.
Also, it hastheadvantageof beingableto synthesizeviews
not servicedby the physicalcamerasusingvirtual reality.
Thesmoothtransitionbetweensensorsenablestheuserto
intuitively navigatethedataspace.TheFault Containment
Units framework is usedto build robust, fault tolerantab-
stractsensorsthatalsoalleviatestheuser's burdenof deal-
ing with myriadindividual sensors.This allows theuserto
focusmoreon solvinghigh-level problems,especiallyun-
foreseensystemerrors,in which humansaremorecapable
thanmachines.This alsoin turn helpsto strengthenthero-
bustnessof theentiresystemsincewe cantreattheuseras
thetop-mostlevel of theFaultContainmentHierarchy. This
systemhelpsusersto be more ef�cient at handlingtime-
critical eventssuchas locatingandcontainingan intruder
by recon�guringsystemresourcesonline.We havedemon-
stratedtheuseof our systemwith threereal-life scenarios.

User interactionprovidesvaluabledynamiccontrol in-
formationfor ef�cient reactionsto urgentunanticipatedsit-
uations.For futurework,wewouldlikesuchinformationbe
learnedby thesystem,allowing interactionin similar con-
texts to beminimized.We planuserstudiesto evaluatethe
effectivenessof theAVR interfaceunderreal-lifelargescale
sensornetwork conditions. We would alsolike to explore
theusefulnessour systemin otherpervasivecomputingap-
plicationsuchasremotetouring.
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Figure6: Exampletask1 - robusttrackingwith FCUs.In this scenario,two overlappingcontainmentunitsFCU1andFCU2
wereinstantiatedwith two cameraseach(Figure5). (a)Theusergivesthecommand“track any moving targetin this room”.
The systemautomaticallychoosesthe appropriateFCU in order to maintainan accuratetracking of the subject;(b) the
abstractedobjectlocation,aswell asotherabstractinformation(e.g.FCU ID) arerenderedon theAVR interface.Whenthe
trackedobjectmovesout of the�eld of theview of thecurrentcamera,theassistive AVR interfaceautomaticallysuggestsa
next camera(thewhite arrow at thebottom)for theuserto switchin orderto maintain�eld of view of thetarget; (c)virtual
�ythr oughduringthecameraswitchallows theuserto keeptrackof thesubjectandmaintainshis spatialsenseduringentire
transitionprocess;(d) afterthecameraswitch,theuseris ableto monitortherestof themotionof thesubject.
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Figure7: Exampletask2 - advantageof mixedmode.UsingtheAVR interfacetheusercanwork in boththerealandvirtual
worlds: in this scenario,theuseris remotelydriving a mobilerobot,while monitoringa person'smotionthroughthemixed
mode'spartialvideostreamwindow. Later, theuserlosessightof therobotdueto occlusion.Without needingto switchto
anothercamera,theuseris ableto �nd therobotthanksto thetransparentdisplayof theAVR interface.
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Figure8: Exampletask3 - dynamicrecon�gurationof FCUwith userinterventionin theFCUhierarchy.
(a) The smartroomtracksa moving person,who tries to avoid the trackingsystemby duckingdown undera table,out of
theview of all thecameras.Whenthesystemlosestrackof theperson,it noti�es theusersinceit is unableto recover from
this fault by itself; (b) Playingthe assistive role, the userreactsby teleoperatingthe cameras,switchingbetweendifferent
streamingmodesandtries to recover the lost object,but is unableto do so. (c) This �gure shows the transitionfrom the
purevirtual modeto full videomodeandattemptto locatethemissingperson;and(d) Not �nding the lost person,theuser
decidesto recruita mobilerobotinto thecurrenttheFCU in attemptto recover from fault. He teleoperatesthemobilerobot
to explore the vicinity of the last tracked locationusingviews from the robot-carriedcameraanddifferentwall-mounted
cameras.The importantthing to notehereis thatdueto thesmoothtransitions,theuseris ableto maintaina goodspatial
sense,andthereforeis ableto operatetherobotwithoutany delayaftereachcamerachange.
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